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SERVICES BY THE CUSTOMER

The illustration outlines the managed 
services that HighPoint performs 24x7 
as well the shared responsibilities that 
can occur in our secure cloud offering.   

Power
HVAC

Compliance
∙ Safe Harbor
∙ SSAE 16
∙ SOX/JSOX
∙ HIPPA

SpaceISP NETWORK

CUSTOMER

SERVER

Physical Hardware
∙ Blades
∙ SAN
∙ Internal  
  components

Virtual
Hardware

Operating 
System

Private

Dedicated

Hybrid

INFRASTRUCTURE/
ENVIRONMENTAL

Server

Network

Storage

Environmental/
Infra

Capacity/
Utilization 
Reporting

Annual 
Penetration 
Testing & 

Remeditation

POTS & 
OOB

Mgmt Lines

Core Switches
∙ Physical 
  Hardware
∙ Configuration

Production 
Server 

Backups

Non-
Production 

Server 
Backups & 
Archiving

Archive to 
Tape, etc.

SAN Network 
Firmware

Server

OS
∙ Windows
∙ Linus
∙ Unix

Multifactor 
Authentication

Pen
Testing

IDS & IPS 
Configuration

SSL
IPSEC

DNSSEC

Physical
Access

DB
Backups

Application 
Code

Data

Application Runtime
∙ Base Configuration
∙ Base Application
     - SQL Server
     - Oracle
     - Etc.

  User Access
∙ Network
∙ System
∙ Database
∙ Application
∙ Virtual Private 
  Network

Application Database Application/
Software

Storage 
Allocation

CLOUD
RESOURCE

MGMT

Firewalls
∙ Physical 
  Hardware
∙ Configuration

Load Balancers
∙ Physical 
  Hardware
∙ Configuration

24x7x365
MONITORING
& ALERTING

SECURITY PATCHING

STORAGE
& BACKUPS

STORAGE
& BACKUPSPATCHINGSECURITY

SOFTWARE,
APPLICATIONS
& DATABASES

24x7x365
MONITORING
& ALERTING

HTTP://WWW.HIGHPOINT-SOLUTIONS.COM/OUTSOURCING-INDUSTRY-SOLUTIONS/


